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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-1 Crocoben orneHMBaTh pojib MHPOpPMAIMK, WHPOPMAITMOHHBIX TEXHOJIOTHMH W MH(POPMAIMOHHOMN
0€30macHOCTH B COBPEMEHHOM OOINECTBE, MX 3HAYEHHWE Il oOecrnedeHus 0OBEKTUBHBIX MOTPEOHOCTEH
JUYHOCTH, 00IlIeCTBA U TOCY/IapCTBa

1.2 Tumbl 3amad mpodecCHOHATBHOW MEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCILHMITIIMHBI:

- OpraHU3alMOHHO-YIIPaBIEHYECKUI

- DKCIUTyaTallMOHHBIN

1.3 JlucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIhHOCTH B
cthepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OOecClleYeHHEM 3allUIIEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaroIIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyZOBBIC MU
npohecCHOHATTLHBIC
JeWcTBUs (IPU HATUYAU
npodcranaapra)

Kox u HauMeHoBanue
komreteHIm GI'OC BO,
HeOOXOaUMOM I
(hopMHUPOBAHUS TPYOBOTO
WM podecCHOHATBHOTO
JelCTBHS

I/IH,I[I/IKEITOI)LI JOCTHIXXCHUS KOMHGTGHHI/If/’I

OIIK-1 Crocoben
OIIEHHBAaTh POJIb
nHpopmarmy,
WH(pOPMAITMOHHBIX
TEXHOJIOTUN U
nH(pOpMaITMOHHON
0e30macHOCTH B
COBPEMEHHOM OOIIIECTBE, HX
3HaYEHUE I 00eCTIeUeHUS
00BEKTUBHBIX
MMOTPEeOHOCTEH JIMIHOCTH,
o01ecTBa 1 TocyaapcTBa

OneHuBaer poiib  HHPOpPMALUK, HHOOPMAIHOHHBIX
TEXHOJIOTHA ® WHPOPMAIMOHHOW OE30MMacHOCTH B
COBpEeMEHHOM OOIIeCTBe, UX 3HAUYEHHUE AJIsi 00eCIeueHus
OOBEKTUBHBIX IMOTPEOHOCTEH JMYHOCTH, OOIIeCcTBa U
rocyJiapcTBa

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBs3eH JAUCIMIIINH, OGCCHG‘-II/IBaIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-1 Cmocoben oueHHMBaTh poib WHMOpPMAIMH, WHOOPMAIIMOHHBIX TEXHOJIOTHH H

nH(pOpMaAIMOHHOW OE30MacHOCTH B COBPEMEHHOM OOIIECTBE,

UX 3HA4YCHHUC JIA

obecrnieueHns 00bEKTHUBHBIX MOTPEOHOCTEH TMIHOCTH, OOIIIECTBA M TOCYIapCTBa

Ne HaumenoBanue dopma
/o JUCUUILINH, o0yueH
OTIPEIEISIOMNX us
MEXIUCIUTUIMHAPHBIE | OyHas
CBSI3H (cemect
p)
6|7
1 |udopmaririoHHbIe +
TEXHOIIOTUH B
npodeccrnoHaIbHON
JESTeNbHOCTH
2 |O3HaKOMHTEIbHAS +
MIPaKTHKA




2. MecTo nucuuiuiaabl B cTpykrype OIl 0akanaBpuara:

HucuunnuHa «BBeneHue B creluaibHOCTh» OTHOCHTCS K 00s3arenbHON vactu ydebHoro miaHa OIT mo
HanpasyieHuto noaroroBku 10.03.01 - MadopmarmonHas 6e30mMacHOCTb.

Jucuunnuna « BBenenue B criennaibHOCTb» U3y4daercs B 1 cemecTpe.

3.00beM u conepxaHue TUCUUILIUHBI
3.1.00peM QUCIMILIMHEL: 3 3.€.
Ounas: 3 3.e.

Bun yueOHOM paboTh (Bcef:r)glj{ii%)
OO0mas Tpy10éMKOCTb 1M CHUTLTHHBI 108
KonTaktHas pabora 48
Jlexnuu (Jlekiun) 16
[Tpaktuueckue (IIpakr. pab.) 32
CamocrostenbHas pabota (CP) 24
DK3aMeH 36

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKYIIETO
TEMBI paszena/TeMsbl pabotsl, yac. KOHTPOJIS
Jlex |IIpa| CP
IIUH | KT.
pao.
O|l0|O
1 cemectp
1 Kapsepnsrit TecTtupoBanue
HABUTATOp IO > 12| a
UT-cnenmaibHOCTS
M
2 Uctopus 3amuThl TecTtupoBanue
nHpopmauu.
Kpunrorpaduaecku > 12| a
eu
cTeraHorpagu4ecku
€ METO/IbI
3 CoBpemeHHbIE TectupoBanue

kpunrorpaduuecku | 2 | 2 | 4
€ MPOTOKOJIBI

4 Nudopmarnmonnas TectupoBanue
0€30macHOCTh 2 12| 4
MIOJTH30BATEIIS

5 TepmuHoIOrMUeCcKU TectupoBanue
€ OCHOBBI
MH(POPMALTMOHHON
0e30MacHOCTH

6 HopmarusHo-1paBo TecTtupoBanue
BOe obecreueHue
MH(POPMALTMOHHON
6e3omacHocTH B PD.




7 Crpykrypa TectupoBanue
MH(POPMALTMOHHON
0€30I1aCHOCTH,
npUMeHsieMas B
00IIeMUPOBOMA
MIPAaKTUKE

8 Yrpo3sl TecTtupoBaHue
nH(pOpMAITMOHHOM 2 12| 4
0€30MacHOCTH

Tema 1. Kapbepusblii Hapurarop no UT-cnennanbHocTam
(OIIK-1)

Jlexknus.
Jlexuus HanpaBieHa Ha pacKkpbITHe TeMbl kakue M T-crnenuanbHOCTH CyIIECTBYIOT B COBPEMEHHOM MUDE,
Kakue 3a1aun ctoAat nepen UT cnenuanucramu B KOMIIAHUSAX, U Kak pa3BuBarh M T-koMneTeHInH y CBOUX
pabOTHUKOB, KaKUe HOBBIE CIIEUANIBHOCTH (POPMHUPYIOTCS Ha CTBIKE OTpacieBbIX crenuanbHocTeit ¢ UT
cdepoii, kKakue KOMIeTeHIIMK OyayT BOCTpeOOBaHbI B Ommkaiiiem OyayiieM. PackpbIBaroTcs MOHATUS
CKBO3HBIE TEXHOJIOTUH, KOTOPBIE BKJIIOYAIOT B ce0si: bonpiue nanuble; MammHHoe 00yUueHHe;
HckyccTBeHHBIH nHTEIIEKT; JlonoinHeHHas pealbHOCTh; BupTyanbHas peanbHOCTh; POOOTOTEXHHKA;
bnoxueiin; Untepner Bewei;S G.

IIpakTH4Yeckoe 3aHATHE.

[Tpaktuueckas padora Ne 1. MccnenoBanue peIHKa TPYJAOyCTPONCTBA CIIEIMAIMCTOB IO HHPOPMAITMOHHOMN
0€30MacHOCTH

Ha ocHoOBE OTKPBITHIX JAHHBIX CAUTOB JIEUCTBYIOIIMX BaKaHCUM MPOBEIUTE aHATIU3 PhIHKA
TPYZIOYCTPONCTBA CIIELUAIUCTOB MO0 HH()OPMALIMOHHON 06€30MacCHOCTH. 3aoIHUTE TaOIHILy IO pe3ysbraTaM
aHaJM3a, TJe OTpa3uTe HalJeHHYI0 HH(OPMAIMIO: BaKaHCHS, PETHOH, KOMIIaHUS, 3apa0oTHas IUIara,
TpeOoBaHUs K KBaTU(DUKAIIIH.

OTuer n0JKEeH CoAepKaTh:
1. TuTynpHBIN THCT
2. Conepxxanue
3. CBogHast TabauIa Mo pe3yabraTaM MOMCKa
4. CIMCOK MCTOJIB30BaHHBI HCTOYHUKOB
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1) HazoBuTe cTymeHn KapbepHOTO pOCTa pa3padoTYnKa
2)Yto Takoe DevOps?
3)Ilepeunciure criocoObl ¥ TPUHITUTIBI TECTUPOBAHMS
4)HazoBuTE OCHOBHBIE HAMPABICHUS ONEPAITMOHHON MOIEPIKKU
5)HazoBuTe THIIBI pOOOTOB, PACCMOTPEHHBIX B JIEKIIH. YKaXXUTE OCHOBHBIEC YEPThI THUIIOB.

Tema 2. Uctopus 3amutsl nHpopmauun. Kpunrorpaguyeckue u creraHorpapuyeckue MeToabl
(OIIK-1)
Jlexknus.
[ToHATHUS KPUTITONOTUH, KpUNITOrpadu, KPUIITOAHAIN3A, KiIto4 mudpa. [lepBrie mupsl 3aMeHbI U
nepecraHoBkH (mugp cuutans, mudp uesaps). [ludp Bukenepa. Pemerka Kapnano.
Creranorpaguueckre METoIbI 3aUThl HH(popManuu. CTaHOBICHHE MAaTEMaTHYECKUX U TEXHUYECKHX
OCHOB 3a1uThl HHPopMaru B HoBoe Bpemsi. Hauano ¢popmMupoBaHus HayqHbIX TPUEMOB 3aIUTHI
uHpopmanuu. V300peTenune 31eKTpoMaruuTHOTO Teserpada v NepBbIX MEXaHMYECKUX MIM(ppOMAIINH.
CemeiictBo MammH Juurma. Kpunroananus mugpa Suurma. M300peTeHne CoBEpUICHHO CEKPETHOTO
mmdpa («oxHOpa30BbIN MUPPOOIOKHOTY), IPEUMYIIIECTBA U MTPOOIEMBI €T0 UCTIONIb30BaHHUS.

IIpakTH4eckoe 3aHATHE.
[Tpaktuueckas padora 2.1 Hludposanue ¢ momornisto cuctems Llezaps.



Bammdpyiite coodmenne «HACTOSILMIM APYT C TOBOM, KOTJIA ThI HE ITPAB. KOI'JIA ThI ITPAB,
BCSKUI BYIET C TOBOI» (Mapxk Tsen), ucrions3ys cuctemy Lle3apst co 3HaueHHEM KITI0Ua
COOTBETCTBYIOIIMM HOMEPY Balllero BapHaHTa MO )KypHATYy y4eOHOM IpyIsl (HarpuMep, HOMEp MO CIHCKY
— 5; Bapuanrt —35; kitou K = 95).

OTueT 1o npakTU4YecKoil paboTe JOIKEH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIHM(ppOBaHNE TEKCTA
JMYHBIM KJIFOYOM), OTBETHI Ha BOIPOCHI.

ITpaktuueckas padora 2.2 lllupposanue ¢ nomomuipio mudpa Bukenepa

Ucnons3ys cucremy Buwkunepa, 3ammdpyiiTe coOOOIIEeHHs IO BApHaHTaM, TPUBEIACHHBIM B Ta0IUIIE 2.
TekcT coob1IeHus ¥ KITI0YEBOE CIIOBO JOKHBI COOTBETCTBOBATh BallleMy BapHaHTY IO )KypHaIly y4eOHOit
rpynnsl (HalpuMep, €CJId HOMEp MO CHUCKY 3, 3HAYUT BapuaHT — 3).

OTueT 1o npakTU4YecKoil paboTe JOIKEH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIHM(ppOBaHNE TEKCTA
JIMYHBIM KJIFOUOM), OTBETHI HA BOIIPOCHI.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
OTBETUTH Ha BOMPOCHI JJIsl CAMOKOHTPOJIS:
1. B ueM ocobeHHOCTh MU(POB IPOCTOI 3aMEHbI?
2. Uem otnmmuarotcst cuctema mudposanus Llezaps u apdunnas cuctema noacranoBok Llezaps?
3. Kakue TpeOoBaHus NpeaAbsABISIOTCA K BEIOOpY Kittoueit 1uist ad(GuHHON cucTeMbl ToAcTaHOBOK Lle3aps?
4. Yem mmdpsl TPOCTON 3aMEHBI OTINYAIOTCS OT MU(POB CI0KHOM 3aMEHBI?
5. Kakoii kito4 ucnonb3yercs B cucreMe Bukunepa?
6. B dyem 3akirogaeTcst anroput™ mudpoBaHUs TEKCTA C UCIIOIB30BaHUEM CUCTEeMbI Bikunepa?

Tema 3. CoBpeMeHHbIe KpUNTOrpaguueckne MpoToOKOJIbI
(OIIK-1)

Jlexknus.
[TonsiTre kpuntorpaduueckoro mporokona. Kimroun. CummeTpuuHbie METOAB! (poBaHus (IIHUPpOBaHUE
C 3aKPBITHIM KJIIOYOM): TEXHOJIOTHUHU, CTOUKOCTh, IPEUMYILIECTBA U HETOCTATKU. ACUMMETPUYHBIE METO/IbI
mdpoBaHus (UGPOBaHUE C OTKPBITHIM KIIFOYOM): TEXHOJIOTHUH, CTOMKOCTh, PEUMYIIIECTBA U
HemocraTku. Ataka "denoBek nmocepenune". [{udposas nonmucek. Ceprudukarsl U ya0CTOBEPSIONINE
LEHTPHI.

IIpakTH4eckoe 3aHATHE.
[TpakTuueckas padota 3.1. CpaBHEHHE JaHHBIX C TTOMOIILIO XAII-(DYHKITHH.

Baxxno moHuMark, ObLIH JIM JJaHHBIE TOBPEXKICHBI MM OblJIa COBEpIICHA MOMBITKA MX (aIbCUPUKAIIHH.
Jlnist onipenienieHust Toro, ObLIN JIM JaHHbIE H3MEHEHBI I OCTAJINCh TAKMMH e, MO)KHO HCIIOJIb30BaTh
porpamMMmy X3IupoBaHus. [IporpaMma X31mupoBaHus BEIIOTHSAET MpeoOpa3oBaHue TaHHBIX WK ¢aiina
UCTIONB3YsI X3UI(PYHKIUIO, KOTOpas BBIAAET HEKOe 3HaYeHUE (0OBIYHO 3HAUUTENFHO KOPOUe, UeM CaMu
ucxozHble ganHple). CyliecTByeT MHOKECTBO Pa3HbIX X3II-(YHKIUH, OJHH OYEHb MIPOCTHIE, IPyTHE,
HaIpOTHUB, OUEHb CIOXKHbIe. ECii o1Ha 1 Ta ke X31I-(QYyHKIUS BBIIOIHACTCS 171 TPpeoOpa3oBaHusl OAHUX U
TeX K€ JaHHBIX, TO 3HAUEHHE, KOTOpoe OyzeT nmoay4yeHo, OyeT Beeraa oquHakoBo. Ecim qanneie Obun
KaKHM-TO 00pa30M U3MEHEHBI, TO OIY4YeHHOE 3HaueHHe X3UI-(pyHKIMel OyneT OTandaThCs.
[Tpaktuueckas padora 3.2. Creranorpaduieckie MeTo/Ibl 3alUThl HHQOpMaIMK (COKPBITHE TEKCTOBOTO
¢aiina B rpaduyeckom)

Heo6xonnmo 3HaKOMUTBCS € TEOPETHUECKUM MarepuaioM. [IpousBecTi yCTaHOBKY MTPOrpaMMHOTO
npoxykra Masker; cripsTate TEKCTOBBIH (paiin B n300paskeHHH, BBIOPAB alropuT™ UG POBAHUS MTAPOJIS;
OTHPAaBUThH 3aIIU(POBAHHOE COOOIIEHHUE 10 AEKTPOHHOMN TOUTE; U3BJICUb TEKCTOBBIN (aiii u3
M300paXCHHUS;, YIAIUTh W3BICUEHHBIN TEKCTOBBIN (aiii, 6e3 BO3MOKHOCTHU JJII BOCCTAHOBIICHUSI.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
OTBETUTH Ha BOMPOCHI JJIsl CAMOKOHTPOJIS:
1. Yro Takoe OTKPBITHIN KIIt0Y?
2. Uem cumMeTpruyHOE mU(PpOBaHUE OTINYAETCS OT ACCUMETPUYHOTO?
4. Yro Taxkoe 3aKphITHII K04 ?
5. Uto Takoe 3JIeKTPOHHAs MOANUCH?



6. KakrM1 HOpMaTUBHO—TIPABOBBIMH IOKyMEHTAMHU yCTAHABIMBAIOTCS OCHOBHBIE IEHCTBUS C 3JIEKTPOHHOM
HOoanuChI0 B Poccun?

7. JIOCTOMHCTBA M HEOCTATKU CUMMETPHYHOTO MU POBaHHE.

8. JIoCTOMHCTBA U HEJJOCTATKH ACHMMETPUYHOTO MU (poBaHUe.

9. Kaxoii Bun mm¢ppoBanus Ha3bIBatoT kommepueckuMm? [louemy?

10.HazoBuTe obGmactu mpuMeHEHHsI XAII-(QYHKITUH.

11. ITpumenstoT a1 X31I-QyHKIMU A7 mudpoBaHus coodueHnit? OObSICHUTE CBOM OTBET.

Tema 4. UndopmannonHasi 6€30MacCHOCTD NMOJIb30BaTeJIs
(OIIK-1)

Jlekumus.
OummuHTr. OcHOBHBIE BapuaHThl (pumnHra. Criocoos! pummara. TalncBotunr. TposiHckuil koHb. KBU po
Kgo. [Iperekctunr. «Jlopoxknoe s6;10k0». Co0p nHGOPMAIINK U3 OTKPHITHIX UCTOYHUKOB. OOpaTHas
conmanbHas umxkeHepus. Bpenonocnoe [10. Crioco6s! 3amuThl nHGOpManuu oT BpenoHocHoro [10.
CTOMKOCTh apoJIei.

IIpakTnyeckoe 3ansATHE.
[Tpaktuueckas padora 4. 1 «CMoxeTe 1 BBl pacClo3HATh (DUITMHTOBYIO aTaKy»
Tect «CMmoxeTe 1 BBl pacrio3HaTh (PUIIUHTOBYIO aTaKy»
https://phishingquiz.withgoogle.com/
Otuer no paboTe - CKPUHILIOT € pe3yJIbTaTaMH TeCTa

3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
1)Ha3oBuTE HHCTPYMEHTHI O€30TTaCHOCTH:
2)Yro BKoIOYaeT B ceOst cOOp MEepBUMHBIX JaHHBIX?.
3)Uro Takoe ¢urmHr?
4)HazoBure MeTonbl QUIIMHTOBBIX aTak.
5)Kaxk He cTaTh )XKepTBOI aTaky.

Tema 5. TepMuHosoruyeckue 0CHOBbI HHPOPMALMOHHOK 0€30MACHOCTH
(OIIK-1)

Jlexknus.
[Tonsatue unpopmanuu, nHGopMaTu3auu, THHOPMALMOHHBIX CUCTEM U CMEKHBIX C HUMH:
uHpopMaLmoHHas 0e30MacHOCTb, HHPOPMAIIMOHHAs BOITHA, MH(POPMAIIMOHHAS arpeccus,
MH(POPMALIMOHHOE OpYKHUe, HHPOPMALIMOHHBIE TIPOIIECChl, MHPOPMALMOHHAS CUCTEMa, HH(POPMAITMOHHAs
coepa. [TonsTus aBTopa 1 cOOCTBEHHUKA HHPOPMAIIUH, B3aUMOJCHCTBHE CYOBEKTOB B MH()OPMAIIMOHHOM
obmeHe. 3amuTa HH(popMaIy, TaifHa, CPeICTBA 3aLUTH UH()OPMAIIUHU, YTPO3HI - OTPE/ICICHUS,
COIIOCTABJICHHE.

IIpakTnyeckoe 3ansATHE.
[Tpaktuueckas padora Ne5
«Tepmunomnorus B o6actu HHGOPMAITMOHHOM O€30TTaCHOCTH

3ananue. 1. B cetn MHTEpHET HaliquTe ONpeeIeHUs] HUKETIePEUHCICHHBIM TEpMUHAM, o0parias
BHUMAaHUE Ha CTENEHb J10CTOBEPHOCTH UCTOYHHUKA (BO3MOYKHO YKa3aTh HECKOJIBKO Pa3HBIX ONPENEICHUM
IUIsL OHOTO U TOTO e TepMUHa). [t Ka)10ro onpenenenuss HeoOXoaMMO 0003HAUYNTh UCTOUYHUK.

3aganue 2. CaMOCTOSATEIBHO MOMBITAUTECh 0OBETUHUTD HUKETIEPEUNCIICHHBIC TIOHATHS B TPYIIITHI IO
OTpe/ieTICHHBIM IIPU3HAKaM, KOTOPbIE BaM MOKaXyTcsl HanboJjiee BaKHBIMH.

3amanwue 3. [IoHATHS, BBIIEICHHBIC )XUPHBIM MPU(TOM HEOOXOMMO BBIyUYUTh HAU3YCTh.
1. Madopmarimonnasi 6e30MacHOCTh

2. 3amuTa nHopMaIuu

3. KonduneHmansHOCTh

4. I1enoCTHOCTD

5. JoctynHocTh



6. Yrpo3za 6e30nacHOCTH HH(POPMALIUU
7. ICTOYHUK yTPO3bI
8. OObeKT 3amuThl HHPOPMALIUU
9. Va3BuUMOCTH
10. Unentudukanus
11. AyrenTudukamnms
12. Opranu3zaiioHHbIe MEpHI 110 3aIIKUTe HHOpMAIUU
13. Texau4yeckue MepbI 1O 3aIIUTe HHPOPMAITUH
14. IIporpamMmmMHO-anmapaTHbIe MEpHI 10 3aIIUTe HHDOpMAIUK
15. Kpunrorpaduueckas 3amura nuHGopmamm
16. IIpaBoBas 3amuTa HHGOPMAITUU
17. Cioco6 3anuThel “HGpOpMAIUN
18. 3amura nHGOpMaUK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS
19. Tlonutuka Ge3omacHOCTH
20. Hocurens 3amuimaeMoil HTHPOpMAITUH
21. CpenctBo 3anuThl HHPOpPMAITUN
22. JlunieH3upoBaHue B 001aCTH 3aIUTHl HHPOPMAIIH
23. Ceprudukaiys Ha COOTBETCTBHE TPEOOBAHUSIM TI0 O€30MaCHOCTH WH(MOPMAITIH
24. Aynut a arrectanus 00beKTOB HH(OpMaTH3aluu
25. AHanu3 nHPOPMAITMOHHOTO PUCKa
26. TpeboBaHue MO 3aUIUTE UHPOPMAITUTH
27. Db bheKTHBHOCTH 3aIUTHI HHGOPMAITUH
28. Ataka
29. 310yMBIIIEHHUK
30. Unentudukarop
31. ITapons
32. Kitou
33. Y4eTHas 3anuCh MOJIb30BATENS
34. Caudep
35. Cnydep
36. CxkaHupoBaHueE IOPTOB
37. OTka3 oT 00CcTy>KUBaHUS
38. YTeuka
39. Pasniamenue.
40. Ilen-Tect
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThI.
OTBETUTH HAa BOIPOCHI JJIsI CAMOKOHTPOJIS:
1.  IIpuBenuTe mpuMepbl BO3MOXHBIX MOAXOA0B K KiIacCU(UKALUU YTPO3 0€30MacHOCTH HHPOPMAIIHH.
2. B uem cocTout cyTh CUCTEMHOMN KIacCUPUKALIUU YTPo3?
3.  Ilo kakuM mapameTpam MPOBOAMUTCS CUCTEMHas Kiaccudukaius yrpos?

4.  Kaxue nmapaMeTpbl aBTOMaTU3UPOBAHHON CHCTEMBI, MH()OPMAIIMK U CUTYAIIUH 3aLUTHl MOTYT OBITh
HCIIOJIb30BaHBbI [

OIIpeIeNIeHHs BEPOATHOCTH HAPYIICHUS 3aIIUIIEHHOCTH HH(opMarmn?
5. B dewm 3akmouaeTcs cyTh 6a30BOro, 0000IIEHHOTO U 00IIIeTO MoKa3areiel ysI3BUMOCTH HHpopManun?
6.  Kakwue nokaszarenu UCTIONB3YIOTCS Ul XapaKTEPUCTUKU Hanbosiee HeOIaronpusaTHHIX CUTyalui
3aI[UATEI?
7. Uro BBl MOXKETE CKa3aTh 0 (OPMUPOBAHHH MHOKECTBA YIpo3 0e30macHoCTH HHPOpMAIK?
8.  JlakiTe onpenenenre HHGOPMAIMOHHOMN 0€30IMaCHOCTH U 3aIUTHl HH()OPMAITIH.



Tema 6. HopmaTuBHo-npaBoBoe odecneyenne nH(popmanuoHHoi de3onacHoctu B PO. (OIIK-1)

Jlexknus.
B cocrtaB 3akoHOMaTENHCTBA MO 00ECIIEUCHUIO HHPOPMAITMOHHON 0€30MaCHOCTH BKITIOYAIOTCS
(denepanbHbIE 3aKOHBI, MOI3aKOHHBIE HOPMATHBHBIC TIPABOBEIE AKTHI ()eIePATHHBIX OPTaHOB
WCTIOTHUTENILHOM BIIACTH, 3aKOHBI U TIOJ3aKOHHBIE HOPMATUBHBIC IIPABOBBIE aKThI CyObEKTOB Poccuiickoit
denepanun.

IIpakTH4Yeckoe 3aHATHE.
[TpakTuueckas padota 6. HopmarnBHBIC TpaBOBBIC aKThI B 00JacT HH(DOpMaITHOHHON Oe3omacHocT PO

Lesb: 03HAKOMUTHCS] ¢ HOPMATHUBHBIMH ITPABOBBIMU aKTaMH B 00JIaCTH WH(POPMALIMOHHOM 6€3011acHOCTH,
MIPOaHATU3UPOBATh CHCTEMY JCHCTBYIOUINX MPaBOBHIX akTOB PD B 00nacTi nH(pOpMALIMOHHOM
6e30nmacHOCTH, (POPMHUPOBATH YCTONUMBBIE HABBIKM CAMOCTOSTEIILHOU PaOOTHI.

[TpakTudeckast paboTa BBIOIHIETCS C HCIIONB30BaHNEM ceTh MHTepHeT, (monckoBas paboTa, aHaIn3
HMCTOYHUKOB).

AHanuThyeckas 3anucka JohKHA COAepKaTh HEPAPXUUECKYIO CTPYKTYPY HCCIEI0BaHHBIX MPAaBOBLIX aKTOB,
cdepy AecTBUS OTIEIbHBIX IPYII TOKYyMEHTOB, COOTHOILIEHHE U COITIACOBAaHUE TPYIII MPABOBBIX aKTOB.

Coz:epmaHI/Ie oT4yecTa: TeMa, eJb, ICPECYCHb HOPMATHBHO-IIPABOBBIX AKTOB C ITOJIHBIMU PEKBU3HUTAMU,
OTBETHI HA KOHTPOJIBHBIC BOIIPOCHI, AaHAJIMTUYCCKAs 3allMCKa.

3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. Kakoil TOKyMEHT U3 NEPEUHsI SIBJISETCS BBICIIMM B UEPAPXUU ITPABOBBIX aKTOB?
2. B cocTaBieHHOM nepedyHe OTMETHTE [IPABOBBIE aKThl, PENIAMEHTUPYIOIINE TEXHUUECKUE YCIOBUS
3. B cocTaBleHHOM IepeuHEe OTMETHTE IIPABOBBIE AKTHI, PEIVIAMEHTHPYIOIINE OPraHU3aL[MIOHHBIE YCIOBUS

4. Kakue TOKyMEHTHI U3 MPEJCTABICHHOTO MEPEYHS SBISIOTCS CICACTBUEM aCCOIMUPOBAHMS TIPABOBBIX
akToB PD ¢ MexayHapOHBIM 3aKOHOIATEILCTBOM

5. B gem 3akimodyanuch mpenuMyIiecTa mudpoBaabHOM MAallIMHBI JHUTMA?

6. Kakue "ys3BuMocTr" mugpoBaibHOM MaInHbl DHUTMa OBLIIM MCIOIH30BaHbl KOMaHI0M AsaHa
Teropunra?

7. Ilepeuncnute HEOOXOAUMBIE YCIOBHUS ISl a0COIIOTHO CTOWKOTO HU(pa.

8. B ueM 3akiro4aroTCst MpUMYIIEeCTBa M HEIOCTATKA OTHOPA30BOTO MU(poOI0OKHOTA?

9. UeM oTAHMYAIOTCS MOHATUS KPUIITOJIOTHH, KpUIITOTpad Uy, KpUNTOAHATH3a?

10. Yro Takoe xirou mudpa? [puBeaure npumMepsl mu(poB ¢ OTHAM U ABYMSI KITFOUaMH.
11. B yvem omnume mudpa 3aMeHsl OT mudpa nepecTaHoBKU?

Tema 7. CTpykTypa nH(OPMAIUOHHON 0€30NMACHOCTH, IPUMeHsieMAas B 00111eMHPOBOil IPaAKTHKE
(OIIK-1)
Jlekumus.
[IpaBoBas 3amuTa nHGopmanyu. OpraHuzauroHHas 3amuTa nHbopmauu. TexHudueckas win
MHXEHEepHO-TeXHUYecKkas 3ammTa. [IporpamMmHo-anmnaparsas 3amura. Matemarnyeckue win
Kpuntorpaduueckue Merosl. [lcuxonoruueckue BUAbI 3aUTH HHPOpManuu. MopallbHO-3THYECKUE BUIbI
3amuThl HHGopManuu. CTpaxoBast 3anuTa HHHOPMAIIHH.

IIpakTnyeckoe 3ansATHE.
Tema
1. CoBpeMeHHBIE BUBI KOMIIBIOTEPHOTO MOIICHHUYECTBA U METO/IbI IPOTUBOIECHCTBUS UM
2. IlpoGieMbl aHOHUMHOCTH B ceTu MIHTepHeT

3. Knaccudukanus yrpo3 nuapopmaimoHHOM 0€301macHOCTH (IO MPUPO/Ie BOSHUKHOBEHUS, TIO CTETICHU
MPEIHAMEPEHHOCTH TPOSIBIICHHSI, TIO HETIOCPECTBEHHOMY UCTOYHUKY YTPO3)

4. Knaccudukamnus yrpo3 HHGOpMaIMOHHOH 6€30MmacHOCTH (YIpO3bl IIETOCTHOCTH, KOHPUIECHITNATLHOCTH
1 JOCTYITHOCTH)

5. Knaccudukanus yrpos nuapopmaimoHHoM 6€301MacHOCTH (BHYTPEHHUE U BHEIITHUE YTPO3BI)
6. Buabl TaliH B COOTBETCTBUU C 3aKOHOJATEICTBOM PD

7. Crparerust HarmoHAIbHOU Oe3onacHoCTH PD. JlokTprHa nndopmarmonson 6ezonacHoctu PO. O6muii
0030p.
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8. TocymapcrBennas cuctema nHGpOpMaMoHHOU Oe3omacHocTH PD (TrocynapcTBeHHBIE
OPTaHBI-PETYIATOPHI U C(hephbl UX KOMIIETCHIIUMN )

9. Cepruduxanus, IMIECH3UPOBAHNE U aTTecTalys B chepe nHPOPMALMOHHON Oe301MacHOCTH
10. MeToas! MPOTUBOACHCTBUS BHYTPEHHUM (MHCAWIEPCKUM) yTpo3aM WH(POPMAITMOHHOM O€3011aCHOCTH B
OpraHu3aluu
11. ITepconanbHble TaHHBIE
12. 3ammra nMYHBIX JaHHBIX B ceTu MHTepHeT. [Inanuposanue 6e30macHoi paboThI B CETH.
13. Metoas! nH)OPMAITMOHHO-TICUXOJIOTHIECKOTO BO3ICUCTBUS C UCTIONb30BaHKeM HHTepHEeT-CMU n
COIIMAIbHBIX ceTel
14. NudopmarronHasi BOHa 1 KHOEpBOWHA B COBPEMEHHOM MUPE
15. PaccnenoBanne KOMIBIOTEPHBIX HHIIUIEHTOB
16. Metoapl neraabHONM SKOHOMUYECKOW pa3BeIKH
17. 3ammra aBTOPCKUX MPaB U HHTEIUICKTYAIbHON COOCTBEHHOCTH
18. CpaBHHTENBHBIN aHATN3 OE30MTACHOCTH OTEPAMOHHBIX CHCTEM
19. be3zonacHOCTh MOOUIIBHBIX YCTPOHCTB
20. Bunpr ayrenTudukanmu. buomerpuueckas ayreHTHDUKAIAS
21. O630p TexHonoruii u yrpo3 Wi-Fi cereit
22. DoS- u DDoS-araku. boTHeTHI — muianiapM COBpeMEHHBIX KHOepaTax.
23. Ayaut mporpaMMHOTO Kojia 1o TpeOoBaHUS
24. Kpunrorpaduueckue MeTo bl 3auThl HHpopMmaruu. KBanrosas kpunrorpadus.
25. TeHAeHUUH BPELOHOCHOTO POTPAMMHOTO 00ECTIEUCHHUS
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1)HazoBute BuABI 3a0TUTHI HHGOPMAITHH.
2)3a 9TO OTBEUAET CTPAXOBas 3aIlIUTA.
3)Ilox nporpaMMHO-annapaTHON 3alUTON NOAPa3yyMEBAIOT.
4)Texaudeckas 3amuTa u €€ CBONCTBA.
5)Uto Takoe 3amuTa nHHOPMAUHU B IIETIOM.

Tema 8. Yrpo3sl uHpopMALMOHHOI 0€30I1ACHOCTH
(OIIK-1)

Jlekumus.
[Tonsitue yrpo3sl. Buasr yrpos. Tpu Hanbosee BEIpa)keHHBIE YTPO3bI: 1) MOABEPKEHHOCTH (HHU3UIECKOMY
HCKOKCHUIO I YHUUITOXKCHHIO; 2) BO3MOYKHOCTh HECAHKIIMOHUPOBAHHOMN (CITy4ailHOMN WK
3JI0YMBIIIJICHHOH ) MOAM(UKAINK; 3) OMACHOCTh HECAHKIIMOHUPOBAHHOTO (CIIy4aifHOTO U
MIpeTHaMEPEHHOT0) MoTyuyeHus: HHGOpMAIH TMIAMU, JUIsl KOTOPBIX OHA HE Mpe/lHa3HaYeHa. XapakTep
MIPOUCXOXKACHUSI yTPO3: YMBIIIJICHHbIE ()aKTOPBI, €CTeCTBEHHBIE (DakTOpbl. ICTOUHUKHN yTpo3.
[IpennochlIky NOABIEHUS YIPo3: 00bEKTUBHBIE, CYObEKTHBHBIE

IIpakTH4eckoe 3aHATHE.
[TpakTuueckas padota 8 . Kaspersky Internet Security

Lenb paboTsl. PaccMoTpeTs cpecTBa 3amuThl, HHTErpupoBanHbie B Kaspersky Internet
Security 12.0.0.374ru_ru v HaCTPOUTH MPUITOKEHUS

OTBETUTH Ha BOIIPOCHI, BBIIIOJHUTD 3aJaHUs.

OT4er AOKEH BKIIIOYATh TUTYJIbHBIN JIUCT, X0 paboThI (C BKIIOUEHUEM CKPUHIIIOTOB U OMKUCAaHUEM
JIEHCTBUIA), OTBETHI HA BOITPOCHI.

Prakticheskaya rabota Kaspersky Internet Security.pdf
Prakticheskaya rabota Kaspersky Internet Security.pdf

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1.  TlpuBenute mpuMepbl BO3MOXKHBIX MOJXOA0OB K KIacCU(UKAIMK yTrpo3 0€30MaCHOCTH WH(POPMALIUH.
2. B d4em cocTouT CyTh CHCTEMHON KJIacCH(PUKAIIUU yTPo3?
3.  Ilo kakum mapameTpamM MPOBOAUTCS CUCTEMHAsI KiIacCU(UKALIUS yTPo3?
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4.  Kaxue napaMeTpbl aBTOMaTU3UPOBAHHON CHCTEMBI, MH()OPMAIIMK U CUTYAIIUH 3aLUTHl MOTYT OBITh
MCTIOJIb30BaHbI JJIs1 ONPEACTICHUS BEPOSTHOCTH HAPYILICHH 3alIUIEHHOCTH HH(popManuu?

5. B uewm 3axmouaercst cyTb 6a30Boro, 0000IIEHHOTO M 00IIero MoKa3aTeyel yI3BUMOCTH HHPOpMAaIu?

6. Kakue mokaszarenu UCIIONB3YIOTCS JJIA XapaKTEPUCTHKN HanboJiee HeOMaronpusTHBIX CUTYyaIi
3aIUTEI?

7. Uto BBI MOXETE CKa3aTh 0 (POPMHUPOBAHUU MHOXKECTBA Yrpo3 O6e30macHOCTH HHpopManuu?

8. Kakue meTonsl MOTYT ObITh MCTIOIB30BAHBI JIS IEPBOHAYAIBHOTO (HOPMHUPOBAHHUS BO3MOXKHO Ooee
MIOJTHOT'O MHOYKECTBA yrpo3 6€30macHOCTH HHPOpMaLUU?

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

1 cemectp
* mocemaeMocts — 10 0aIoB
*  TeKyIIMH KOHTPoJb — 51 Gamn
*  KOHTPOJIbHBIE Cpe3bl — | cpe3 Mo 9 OAITTIOB KaxabIi
* npemuanbHble 6amiel — 20 6amIoB
* OTBeT Ha ’Kk3aMeHe: He Ooinee 30 OamioB

Pacrnipenenenre 6aJiioB 10 3aaHMSIM:

No  [HasBanue tembl | DopMbl Max. MeTtoauka mpoBeICHUS 3aHATHS U OLICHKU
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboTHI KOHTpOJsl | OayuioB
/ cpe3bl
1. Kaprepnsrit Tectupos 5 OreHka TecTa Mo TeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL
HABUTaToOP 110 aHue 5-3 6ajuIoB — cTyIeHT npaBuiIbHO oTBedaeT Ha 50-100% BompocoB B
UT-cneunansHO TeCTe.
CTSIM 2-1 6amnoB - CTyIeHT HpaBWIbHO OTBedaeT Ha 25-50% BOMpPOCOB B
TecTe.
Menee 25% mpaBUWIBHBIX OTBETOB OAJLIOB HE JACT.
2. Hcrtopust Tectupon 6 Or1reHKa TecTa 1Mo TEKyIIeMy pa3Aeily WA TeMe TUCITUTUTIHHBI
3aIIATHI aHue 6-4 GammoB — cryneHT nmpaBmwibHO oTBedaeT Ha 50-100% BompocoB B
nHpOopMarim. TecTe.
Kpunrrorpaduae 3-1 GamyoB - CTyAEHT MpaBWIBHO OTBedaeT Ha 25-50% BompocoB B
CKHE U TecTe.
creraHorpaduue Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.
CKH€ METOJIBI
3. | CoBpemennnie | Tectupos 8 OreHka TecTa Mo TEeKyIeMy pasaesy Uil TeMe AUCHUIUIMHBL
Kpunrorpapuue |  aHue 8-5 GamnoB — cTyaeHT npaBuwibHO oTBeyaeT Ha 50-100% BompocoB B
CKHE TIPOTOKOJIBI TecTe.
4-1 GamnoB - CTyIEHT NpaBWJIbHO OTBeyaeT Ha 25-50% BOMpPOCOB B
TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0AJUIOB HE JACT.
4. |WudopmanuonH | Tectupos 8 OreHka TecTa 1o TeKyIeMy pa3aeny WiIH TeMe TUCIUTUTHHEI
ast aHue 8-5 b6amnoB — cryaeHT npaBuiabHO oTBedyaeT Ha 50-100% BompocoB B
0e30macHOCTh TecTe.
TI0JTB30BATEIIS 4-1 GamyoB - CTyOEHT MpaBUIBHO oTBedaeT Ha 25-50% BOmpocoB B
TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJTOB HE JAET.
5. |Tepmunonoruue | Tectupos 8 OreHka TecTa 1o TeKyIeMy pasaesy Uil TeMe AUCHUIUIHHBL
CKHE OCHOBBI aHue 8-5 GamnoB — cTyaeHT npaBuwibHO oTBevyaeT Ha 50-100% BompocoB B
UHPOPMAIIOHH TecTe.
oM 4-1 GamnoB - CTyIEHT NpaBWJIbHO OTBedaeT Ha 25-50% BOMpPOCOB B
0e30macHOCTH TecTe.

Memnee 25% mpaBUWIBHBIX OTBETOB 0AJUIOB HE JACT.




6. |HopmatusHo-nip | Tectupos 8 OmeHka TecTa 10 TeKyIeMy paseny WIN TeMe TUCIUIUTHHBL
aBOBOE aHue 8-5 OannoB — cTyaeHT npaBuwibHO oTBevyaeT Ha 50-100% BompocoB B
obecrieueHne TecTe.
WHPOPMAIIOHH 4-1 GamnoB - CTyIEHT NpaBWIbHO OTBeyaeT Ha 25-50% BOMpPOCOB B
oM TeCTe.
Oe3omacHOCTH B Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AaET.
PO.
7. Crpykrypa Tectupos 8 OreHka TecTa 1o TeKyIeMy pa3feny WiH TeMe TUCIUTUTHHEI
nH(pOpPMAITHOHH aHue 8-5 GamnoB — cryaeHT npaBuiabHO oTBedyaeT Ha 50-100% BompocoB B
oit TECTe.
0e30macHOCTH, 4-1 GamyoB - CTyOEHT MpaBUIBHO oTBedaeT Ha 25-50% BOmpocoB B
MpUMEHseMas B TecTe.
o01IeMIpOBOH Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
MIPaKTHKE
8. Yrpo3sl TecTupon 9 Onenka TecTa 1o TeKyIeMy pasaesy Uil TeMe AUCHUIUIHHBL
WHPOPMAIOHH | aHWe(KOH 9-6 6aymIoB — cTyIeHT nmpaBuiIbHO oTBedaeT Ha 50-100% BompocoB B
oM TPOJIbHBI TeCTe.
Oe3omacHOCTH | ¥ cpe3) 5-1 6anyoB - CTYOEHT MpaBHIBHO OTBe4aeT Ha 25-50% BOMPOCOB B
TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0AJUIOB HE JACT.
9. [TocemaeMocThb 10 10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM
7-9 GainoB — MOCemaeMOoCTh CTyAeHTa cocTasisieT He MeHee 80 %
3aHATUI
4-6 GamIoB — MOCEMIaeMOCTh CTyIeHTa cocTaBisgeT He MeHee 50 %
3aHATUN
1-3 Gamma — mocemaeMoCTh CTy[AEHTa COCTaBiseT He MeHee 25 %
3aHATUN
10. [IpemuansHbie OaIbl 20 JlononHuTeNbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 3a TPOEKT, BHINOJHEHHBIH TO 3aka3dy paboromarenss W
peann3oBaHHBIN Ha mpakTHKe — 20 6aJIoB;
- TOCTOSIHHAsI aKTHBHOCTH BO BpEMsl NMPaKTHYECKUX 3aHATHH — 10
0aIoB;
- TIOJTHOCTBIO MOATOTOBJICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTuke B
pamKax TUCIUILTUHBL — 10 6aoB;
- y4acTHE C JOKJIaZoM BO BCEPOCCHMCKON OMUMIIMAJE MO TEMAaTHKE
n3ydaeMoit qucruruiuHe — 20 0aios;
- ydacTHe B BBICTaBKE M0 TEMAaTHUKE HM3y4aeMON NWUCHMIUIMHBL — 20
0aoB;
- myOnmuKamMs CTaTbd IO TEMaTHKE H3y4yaeMoil OUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20
11. OTBeT Ha dK3aMeHE 30 25-30 6amroB — CTYICHT PacKphll OCHOBHBIC BOTIPOCHI M 3aJaHUS
OusieTa Ha OIIEHKY «OTITUIHOM.
18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
OmieTa Ha OIICHKY «XOPOIIIOY,
10-17 GammoB — CTYIEHT PACKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
OusieTa Ha OIIEHKY «yIOBJIETBOPUTEIHHO
12. |MunuBunyanbHbIC 3aJaHUS, 10 Jlobop: CTymeHT MOXKeT WpPEeJOCTaBUTh BCE 3aJaHUs TEKYIIEro
C TIOMOIIBI0 KOTOPBIX KOHTPOJISL 1 KOHTPOJIbHBIE CPE3BI
MOXHO HaOpaTb
JOTIOJTHUTENIbHBIE OalTbI
13. HUroro 3a cemectp 100

HToroBast OIEHKa 1O DJK3aMEHY BBICTABIISIETCS B
YeThIpexOasIbHONW  IIIKaJIe.

[TepeBon

100-6amnbpHOM  peUTHHTOBOM

100-6annpHOM mIKame W B TPATUIMOHHOMN
OLIEHKK [0 JUCHUIUIMHE B

TPaIUIIMOHHYIO YETHIPEX0aITbHYIO OCYIIECTBISIETCS CIEAYIOIIMM 00pa3oM:

100-0ajuibHasg cucreMa

TpanuuonHas cucrteMa
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85 - 100 6annos OTnugyHO

70 - 84 6annoB Xoporto

50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS
TecTupoBanme

Tema 1. Kapwsepnsbiii HaBurarop o U T-criennaibHOCTIM
1)®poHT-3H] 3107
B3aMMOJICHCBYET C MOJIb30BaTEIEM
HE B3aUMOJICHCBTBYET C MOJIb30BATEIIEM
BuyTpenHs yactb
Buemunsist yacTthb
2) bak-3H7 5107
BnyTpeHHss JyacTh
Buemnss yactp
TOJIHASI YaCTh
3)DyncTek 310?
TOJIHASI YaCTh
BHYTPEHHSA 4acTb
BHEIIIHSIS 4acTh
4)Tumrmug 3107
PYKOBOJIMTEIb
Y4aCTHUK
paboumnii
MEHEeKEP
5)QA-unxenep 310?
OTBEYAET 33 KAYE€CTBO
3a CKOPOCTh
3a JU3aiH
3a BCE B LIEJIOM.

Tewma 2. Uctopus 3ammtel nHpopmanuu. Kpunrorpadguueckue u creraHorpaduyeckiue MeTO b
l«Macku» BUPYCOB HUCIIOJIb3YIOTCS
+/U1 IONCKA U3BECTHBIX BUPYCOB
- JUTsI TIOMCKA HEM3BECTHBIX BUPYCOB
- JUTsl YHUYTOKEHUSI U3BECTHBIX BUPYCOB
- sl pa3MHOKEHUSI BUPYCOB
- JUI CO3JIaHMsI U3BECTHBIX BUPYCOB
2 [P-agpec umeeT IMHY
+4 Gaiita
- 8 OaiitT
- 1 6ur
- 8 our
- 16 Gaiir
3 Security updates (oOHOBIEHUSs 0€30TTaCHOCTH) HEOOXOTUMBI
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+1U1 ycTpaHeHus: OOHapy)KEHHBIX HEZ0ueTOB B ycTaHOBICHHOM [10 B onepaliioHHBIX CUCTEMAX,
YCTAHOBKH I1aT4YEH I IPEAOTBPALICHUS BOSMOKHOCTH DKCILTyaTalluu YA3BUMOCTEH, I ITOAAEpKAHUS
BHYTPEHHEHN CaMO3allUThI IPOIPaMM

- JUTS IOJJIEpKaHHsI BHYTPEHHEW CaMO3alUThI IPOrpaMM

- JUTst oOoTraIeHus BEHI0POB, T.K. 32 JOMOIHUTEIIbHbIC TaHHBIC HY>KHO IJIATUTh

- 711 OOHOBJIEHHUSI BHYTPEHHUX MOJYJICH MporpaMm, 4ToObI PUIIOKEHUS paboTalin ObIcTpee
- Ui o0JsieryeHust paboThI ¢ IPOrpaMMaMHU U YIIy4dlIeHUs1 BOCTIPUATHS HHTepdeiica
4 Anroputm DES ucnons3yet ninuny 0Onoka:

+ 64 6ut

- 256 6ur

- 128 6ut

- 8 our

- 16 Gut

5 AnroputMm DES ucnons3yet vy Kito4a

+ 56 6ut

- 256 6ur

- 128 6ut

- 8 our

- 16 Gut

6 AnroputMm Jluddu-XemimaHna HCTIONb3YETCS TS

+ OTKPBITOTO pacrpeeieHus KIroYen

- BBIYMCIICHUS XAI-QYHKITHH

- TeHepaIlu MPOCTHIX YUCETT

- TCHEpAIlUH CITyYaiHbBIX YHACEI

- 6e30MaCTHOTO XpaHEHUS KITIouei

7 Anroputm luddu-Xenmana mo3BossieT

+HCIIONIb30BaTh HE3AMMIIEHHBINA OT IPOCTYITUBAHUS, HO 3aIUIIEHHBINA OT TOJMEHBI, KAHAJ CBSI3U
- TCHEpPHUPOBATh HOBBIE MPOCTHIC YHCIIA

- BBIYHUCIIUTE XM (PYHKIIHIO

- TCHEPHUPOBAaTh CITyYalHbIC YHCIIA

- 6e30IMacHO XPaHUTh KITIOYH

8 Anroputm mmdposanus SHA npeaHazHavyeH 71 UCTIOJIb30BAHMUS COBMECTHO C aJITOPUTMOM IUPPOBOH
MOJITUCHU

+ DSA
- DOS
- DES
- EGS
- RSA

Tema 3. CoBpeMeHHbIE KpuTnTorpaduuecKue MPOTOKOIBI
1)Yro Bemonuser CngProvider?
MOJAECPKUBAET IMOCTABUINKA XPaHWIUIIA KITIoYel +
nogaepxusaet anroput™m CNG
MOAICP’KUBAET YACTO UCIOJIb3YEMbIE CBOMCTBA KITIOUEH
2)Yro Bemonusier CngAlgorithm?
noaaepxkusaet anroput™m CNG +
MOJJICP>KUBAET MOCTABIIMKA XPAHWIUIIA KITIOUeH
MOAACP/KUBAET YACTO MCIOJIb3YEMbIE CBOMCTBA KITIOUEH
3)Uro nenaer CngProperty?
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MIOJIEP>KUBAET YaCTO UCIOIb3YEMBIE CBOMCTBA KIIIOUEH+

MOJACPKUBACT ITOCTABIINKA XpaHWINIIA KIIIOYEH

nogaepxusaet anroput™m CNG

4)Anroput™mbl mm@poBanus ObIBatOT?

C OTKPBITBIM KJIFOUOM +

C IIEPEHOCHBIM KIIIOUOM

C 3HAUEMBIM KJII0YOM

5)LIeTOCTHOCTD JaHHBIX ATO?

3aIUTa JaHHBIX OT HECAHKIIMOHUPOBAHHOTO N3MEHEHU;+

IIPOBEPKA TOT0, YTO JAHHBIE UCXOAAT JEHCTBUTEIBHO OT ONPEIEICHHOTO JINLA;
HU OJIHA CTOPOHA HE JJOJDKHA MMETh BOBMOXKHOCTh OTPULIATh (DAaKT OTHPABKU COOOIICHHUS.

Tema 4. UndopmanimonHasi 6€30MacHOCTh MOJB30BATENs
1) K npaBoBbIM MeTOaM, 00eCTIeYUBAOIIUM MH(POPMANHOHHYIO 0€30IACHOCTb, OTHOCATCS:
- Pa3paboTka anmapaTHBIX CpEACTB 00ECTIEYSHHS MPABOBBIX JaHHBIX
- Pa3paboTka 1 ycTraHOBKa BO BCeX KOMITBIOTEPHBIX ITPABOBBIX CETAX JKYPHAJIOB y4eTa JeHCTBUI
+ Pa3paboTka u KOHKpETH3aIis IPABOBBIX HOPMATHBHBIX aKTOB 00€CIIeUeHHUsI OE30MMaCHOCTH

2) OCHOBHBIMHM UCTOYHUKAMMU YIPo3 HHPOPMALMOHHOW 0€30IIACHOCTH SABJIAITCH BCe YKA3aHHOE B
cIHcKe:

- XUIlIeHUE KECTKUX AUCKOB, OAKIIOYEHUE K CETH, HUHCAIIepCTBO

+ HepeXBaT JAaHHBIX, XUIICHUC JAHHBIX, ©3BMCHCHHUC ApXUTCKTYPbl CUCTCMbIL

- XullleHue JaHHbIX, TOAKYI CUCTEMHBIX aJIMUHUCTPATOPOB, HApYILIEHUE PEIIaMEHTa paObOThI
3) Buabl uHpopMannoHHOM 0e301acCHOCTH:

+ IlepcoHanbHasA, KOPIIOpaTUBHAs, TOCYAAPCTBEHHAS

- Kiinenrckas, cepBepHas, cereBas

- JlokanbHas, mo0abHasi, CMEIIaHHas

4) llenn uH(pOpManMOHHOM 0€30IIaCHOCTH — CBOCBPeMEHHOe 00HApY:KeHHe, peAyNnpeKIeHne:
+ HECaHKI[MOHUPOBAHHOIO AOCTYIIA, BO3ACHCTBUS B CETH

- MIHCANAEepCTBA B OPraHU3aLuu

- Upe3BbIYANHBIX CUTyallUN

5) OcHoBHBIE 00bEeKTHI HHGPOPMALMOHHOH 0€30MACHOCTH:

+ KomnbrotepHsle ceT, 6a3bl JaHHBIX

- UndopmaninoHHbIe CUCTEMBI, ICUXOJIOTUYECKOE COCTOSIHUE TI0Ib30BaTeNeH

- busHec-opueHTHPOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OcHOBHBIMHU pHCKaMHU HH(OPMaLIMOHHOH 0€30I1aCHOCTH ABJISIIOTCH:

- Hckaxenue, yMeHbIIIEHHE 00beMa, TIEPEKOUPOBKA HH(HOPMAITIHI

- Texunyeckoe BMENIATENbCTBO, BBIBEJICHUE U3 CTPOsi 00OPYIOBAHUS CETH

+ IloTeps, uckaxeHue, yreuka HHopManuu

7) K ocHOBHBIM NpUHIMIIAM o0ecniedeHNs] HHPOPMALMOHHOH 0e301IACHOCTH OTHOCHUTCS:
+ DxoHOMUYECKOH YPPEKTUBHOCTH CHCTEMBI O€30MTaCHOCTH

- MHoromiatgpopMeHHON peaan3aiuy CUCTEMBbI

- YeuneHus 3alMIEHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHoBHBIMH cy0ObeKTaMH HH(POPMALIMOHHON 0€30I1aCHOCTH SBJISIIOTCSH:

- PYKOBOJUTEIH, MEHEDKEPBI, aIMUHUCTPATOPBI KOMITAHUI

+ opraHsl IpaBa, rocyaapcTBa, OusHeca

- ceTeBbIe 0a3bl JaHHBIX, (DaepPBOILIIBI

Tema 5. TepmuHOIOrHYECKHE OCHOBBI HHGOPMAIIMOHHON 0€30TTaCHOCTH
Bomnpoc:
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OcHoBHBIE YTPO3bl KOHQUACHIIMATEHOCTH HH(DOPMALIUH:
BapuanTe! oTBeTa:

1 (+) 3moynorpeOneHus MoJIHOMOYHSIMH
Bomnpoc:
DneMEeHThI 3HaKa OXpaHbl ABTOPCKOTO paBa:
BapuanTe! oTBeTa:

1 (+) roga nepBOro BhIIyCKa IPOrpaMMBbl
Bomnpoc:
3amuTa nHPOopMAIK 00eCTIeYNBACTCS MPUMEHEHNEM aHTUBUPYCHBIX CPEICTB
BapuanTe! oTBeTa:

1 - He Bcerma
Bomnpoc:
Cpencrsa 3amuThl 00BEKTOB (haliJIOBOM CHCTEMBI OCHOBAHBI Ha. ..
BapuanTe! oTBeTa:

1 - 3amanuu aTpulyTOB (PAINIOB M KaTAJIOrOB, HE3aBUCAIIUX OT MPaB MOJIh30BATEICH
Bomnpoc:

Bun yrpo3sl 1eiicTBHsI, HapaBIeHHOTO HAa HECAHKIIMOHMPOBAHHOE MCIIOIb30BaHNE WH(POPMALIMOHHBIX
peCypcoB, He OKa3bIBAIOIIETO P 3TOM BIUSHUS Ha €€ ()YHKIIMOHUPOBAHUE — ... YIpo3a

Bapuanrts! oTBeTa:
1 (+) maccuBHas
Bomnpoc:
[IpennamepenHas yrposa 6e30macHOCTH HHPOPMAIIUN
Bapuanrts! oTBeTa:
1 - ommOka pazpaboTunka
Bomnpoc:
Konuenuus cuctemsl 3a11UThl OT THGOPMAIIMOHHOTO OPYKUS HE J0JKHA BKITIOYATh. . .
Bapuanrts! oTBeTa:

1 - mpouerypbl OLIEHKH YPOBHS M 0COOEHHOCTEH aTaky MPOTUB HALIMOHATBHON HHPPACTPYKTYPHI B
LEJIOM U OTJIENbHBIX M0JIb30BaTeNei

Bomnpoc:

B cooTBeTcTBUY C HOPMaMU POCCUKCKOTO 3aKOHOAATEIHCTBA 3aIUTa HHPOPMAIIIH MPEACTABISAET COO0M
MIPUHSITHE TTPABOBBIX, OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp, HAIIPaBICHHBIX HA ...

Bapuanrts! oTBeTa:
1 - pa3paboTKy METOJIOB M YCOBEPIICHCTBOBAHUE CPEICTB MHPOPMAITMOHHON O0€301MacHOCTH

Bomnpoc:
OCHOBHBIE YT'PO3bI JOCTYITHOCTU HH(POPMAIIH:
BapuanTe! oTBeTa:

1 - mepexBar gJaHHBIX
Bomnpoc:
CyTbh KOMIIpOMeTauy HHGOPMAITUI
BapuanTe! oTBeTa:

1 (+) BHEceHHME HECaHKIIMOHUPOBAHHBIX U3MEHEHHUH B 0a3y JaHHBIX, B PE3YJIbTATE YETO MOTPEOUTENh
BBIHY’KJICH JTM0O 0TKA3aThCsl OT He€, TM00 MPEeANpUHIMATD JOTIOTHUTEIbHBIC YCUIUS ISl BHIIBICHUS
MU3MEHEHUHN U BOCCTAHOBJICHUS! UICTUHHBIX CBEJCHUN

Bomnpoc:

WNudopmanmonnas 6€30MacHOCTh aBTOMATU3UPOBAHHOM CHCTEMBI — 3TO COCTOSIHUE aBTOMAaTH3HMPOBAHHON
CUCTEMBI, IIPU KOTOPOM OHa, ...

Bapuanrts! oTBeTa:



18
1 - cmocoOHa NPOTUBOCTOSTH TOIBKO BHEITHUM MH(POPMALMOHHBIM yTpo3aM
Bomnpoc:
MeTo/1b1 TOBBIIIEHUS! JOCTOBEPHOCTH BXOAHBIX JAHHBIX
BapuanTe! oTBeTa:
1 - MHOroKpaTHbI{ BBOJ] IAHHBIX U CIIMYEHUE BBEJICHHBIX 3HAUCHU
Bomnpoc:
[MpuHIMIIUATEHOE OTINYHE MEKCETEBBIX dKpaHoB (MD) ot cuctem obHapyxkenwus atak (COB)
BapuanTe! oTBeTa:
1 - MD paboTatoT ToJIbKO Ha ceTeBOM ypoBHe, a COB — emie 1 Ha pu3ndeckoM
Bomnpoc:
CepBuChI 0€30MaCHOCTH:
BapuanTe! oTBeTa:
1 - xammpoBaHue 3anucei
Bomnpoc:
ITon yrpo3o# ynaJleHHOrO aAMUHUCTPUPOBAHNS B KOMIIBIOTEPHON CETU ITIOHUMAETCS yrpo3a ...
BapuanTe! oTBeTa:
1 - mocTaBKM HENPUEMIIEMOT'O COIEP KAHUS
Bomnpoc:
[TprurHBI BOSHUKHOBEHUS OIIUOKY B JAHHBIX
BapuanTe! oTBeTa:
1 (+) Omumbku npu uaeHTU(HUKATUN 00BEKTa WM CYOBEKTa XO3IHCTBEHHOM NEATETbHOCTH
Bomnpoc:
K ¢bopmam 3amutsl nHpopManuy He OTHOCHUTCHA. . .
BapuanTe! oTBeTa:
1 (+) ctpaxoBas
Bomnpoc:
Haubonee a¢hekTuBHOE CPEACTBO IS 3aIIUTHI OT CETEBBIX aTaK
BapuanTe! oTBeTa:
1 - ucnonp30BaHUE TOJIBKO CEPTH(GULIMPOBAHHBIX IPOTPaMM-OpOy3epoB IpH JOCTyIe K ceTh HTepHeT
Bomnpoc:
Wudopmanus, cocTaBsoNIas roCy1apCTBEHHYIO TailHy HE MOXKET UMETh TPH(. ..
BapuanTe! oTBeTa:
1 - «0co00ii BAXKHOCTI
Bomnpoc:
Paznensl coBpeMeHHOM KpunTorpaguu:
BapuanTe! oTBeTa:
1 (+) YopaBnenue kiouamMu
Bomnpoc:

JIOKyMEHT, ONpeAeIUBIINI BaKHEHIIINE CEPBUCHI 0€30MMaCHOCTHU M MPEIOKUBIINNA METOJ KITacCU(PUKAIIN
MH(POPMALMOHHBIX CUCTEM I10 TPeOOBaHUAM 0€30IaCHOCTH

Bapuanrts! oTBeTa:
1 - 3akony «O06 nHpopmaruu, THGOPMAIMOHHBIX TEXHOJOTHUIX U O 3aIIUTEe HHPOPMAILIUM
Bomnpoc:
VYreuka nHbOpPMAIHH — ITO ...
Bapuanrts! oTBeTa:
1 - HempenHaMepeHHas yTpara HOCUTENS HHPOpMAIHH

Tema 6. HopmaTuBHO-TIpaBoBO€ 0OecnieueHre nHPpopManoHHou 6e3omacHoct B PO.
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Kak Ha3bIBaeTcs B rpaxk/1aHCKOM Kojekce PD COBOKYITHOCTh JaHHBIX M KOMaHJ, IPEICTaBICHHAs B
00beKTUBHOU (hopMe U MpeHa3HAuYCHHAS 111 PyHKIHMOHUpPOoBaHUS DBM U Ipyrux KOMITBIOTEPHBIX
YCTPOMCTB C LIETBIO NOJYyUYEHUS ONPENEIEHHOIO pe3ybTara?

Buibepume ooun us 4 sapuanmos omeema:

[Iporpamma

o YTHIINTA
o ANrOpuT™M

o IIpunoxenue

Kak nHazpiBaeTcst nHGopManys B 3MEKTPOHHOH Gopme, KOTopasi MPUCOEAMHEHA K IpyTroi HHPOPMaLuH B
ANIEKTPOHHOH (popMme, HCTIob3yeMast I ONpeIeNIeHuUs JINIa, TOAMUCABLIETO HHPOPMAIHIO?

Buvibepume ooun uz 4 eapuanmoe omeema:

Horosop

e DJIEKTPOHHAS MOAMKUCH

AHTUBHpYCHAas Iporpamma

e bior

Kakwue u3 cpencts 3amuThl HH(GOPMAIIMU HAMIPaBJICHbI HA 3alIUTy 000pyI0BaHUA?
Buvibepume ooun uz 4 eapuanmoe omeema:

[IporpammHusbIe

o AmnmaparHbie
o Dusnyeckue

OpraHu3aloHHbIE

YcTaHOBUTE COOTBETCTBHE MEXKAY IPOrPaMMHBIMH CpeicTBaMU HH(POPMAIIMOHHOM 0€30aCHOCTH U UX
OTIHCAHUEM.

Ykaorcume coomeemcmeue ons ecex 3 eapuanmoe omeema.

o OunsTpyeT Tpaduk MEKIY KOMIBIOTEPOM U CETHIO
o O0ecneunBaeT COXpaHHOCTb UHPOPMAITUH

o Mier u ynanset BpeIOHOCHBIN KO

YcTaHOBUTE COOTBETCTBHE MEXTY COCTABIISIONIMMU WH(POPMAITMOHHOM O€301TaCHOCTH U UX
OTIPEICIICHUSIMU.
Vkaorcume coomeemcmeue ons 6cex 3 sapuanmog omeema.

o HeusmenHocTh nHpOpMaUy, IPH BHITIOJTHEHUN HEKOTOPHIX OIepaIiuii Haj Hei
o TpebGoBanue He nepenaBaTh HHPOPMAIUIO TPETHUM JIULIAM

o B03MOXHOCTH CyOBEKTOB BOCIIOIH30BaThC CBOMMHU MPaBaMu JI0CTyMa K UH(OpMauu

Kak Ha3piBaeTcsi cocTosiHuEe MH(POPMALIMOHHON Cpe/ibl, B KOTOPOM 0OecriedeHbl KOH(DUIEHIIMAIbHOCTD,
LEJIOCTHOCTh U JOCTYITHOCTh UH(opMannn?



Buibepume ooun us 4 sapuanmos omeema:

Nudopmarmonnas ceodbona

Hndopmanmonnoe oduiecTBo

NudopmarmonHas 3anuniéHHOCTh

WNndopmannonnas 6€30macHOCTb

Ckonbko crateii B pazaene "[Ipectyminenus B cepe KOMIbIOTEpHOH HH(pOpMaIK'" yroJOBHOTO KOJEKCa
PO?
3anuwume wucno:

o1
o2
3

Tema 7. CtpykTypa nHGOPMAITMOHHON 0€30MacCHOCTH, IPUMEHSIeMast B OOIIEMUPOBOM MPAKTUKE

TecToBbIe 3anaHusA

1 Co3nanue 1 UCTIONIB30BaHKUE CPEACTB OMACHOTO BO3ACHCTBUS Ha HH(OPMALIMOHHBIE Chephl IPYTUX
CTpaH MHpa U HapylIeHHe HOPMAJIbHOTO (DYHKIIMOHUPOBAHUS MH()OPMAIIMOHHBIX U
TEJIEKOMMYHUKAIIHOHHBIX CUCTEM 3TO. ...
uHpOpMALMOHHAS BOHA
UH(POPMAITMOHHOE OpYXKHE
UH(POPMAITMOHHOE MTPEBOCXOACTBO

Wndopmanus He ABIAIOMAsACS 00IIEA0CTYTHON, KOTOpasi CTABUT JIUL], 00IaJal0IIKX €0 B CHITy CBOETO
CJIy’K€OHOTO MOJIOKEHHUSI B MIPEUMYIIIECTBEHHOE MOJIOKEHUE IO CPABHEHUIO C IPYTUMH OOBEKTaMH.

D B~ W N

ciry>keOHast HHpopMarus

KOMMepUecKas TaliHa

OaHKOBCKas TaifHa

KOH(pUIeHIUAJIbHAS MH(pOpMALUS

lapanTHs TOro, 9YTO KOHKpETHAs HHPOPMAIIHS JOCTYITHA TOJIBKO TOMY KPYTY JIHII, JUISt KOTOPBIX OHA
npelHa3HaueHa

S O 0 39 D

11 koH(pUIEHIHAIBHOCTD
12 1menocTHOCTE

13 nmocTynmHOCTH

14 ayTeHTUYHOCTH

15 annenepyemocthb

16 T'apanTus Toro, uto AC BeneT cedsi B HOpMAJIbHOM U BHEIITATHOM PEKHUME TaK, KaK 3alyIaHUPOBAHO
17 HageXkHOCTh

18 TouHOCTH

19 KoHTpONIHPYEMOCTH

20 ycTOHYMBOCTH

21 AOCTYNmHOCTH

22 CriocoOHOCTh CHUCTEMBI K LIeJICHANPaBICHHOMY MIPUCIIOCOOICHHUIO PU U3MEHEHUU CTPYKTYPBI,
TEXHOJIOTMYECKHUX CXEM HJIM YCIOBHUM (PyHKIMOHUPOBAaHMUS, KOTOpoe cracaeT Biajenbia AC ot
HEOOXOAMMOCTH MPUHATHS KapAMHAIBHBIX MEp IO MOJIHOM 3aMeHe CPE/ICTB 3alUThl HA HOBBIE.

23 TmpUHIUI CUCTEMHOCTHU
24 NpUHIUIT KOMILJIEKCHOCTH



25 NpUHIMI HETIPEPHIBHOM 3aIllUTHI

26 MPUHIUIT Pa3yMHON JOCTATOYHOCTH

27 NpUHIUN TUOKOCTH CHCTEMbI

28 B knaccudukamnuio BUPYCOB MO CIIOCO0y 3apaskeHHs BXOIAT
29 omacHble

30 ¢aiinoBsie

31 pe3nmeHTHBIE

32 3arpy304Hble

33 (¢aiioBo -3arpy304HbIe

34 Hepe3uIeHTHbIE

35 Komruteke mpeBEeHTHBHBIX Mep M0 3aIUTe KOHPHUIECHIIMATbHBIX JaHHBIX 1 WH(OPMAIIMOHHBIX
IIPOLECCOB HA MPEAIPHUATHH ITO. ..

36 xkomiLiekcHoe ooecnieuenue Ub
37 o6e3omacHocTh AC

38 yrposa b

39 araka na AC

40 moauTHKa O€30IIaCHOCTHU

41 Bupycsl, He CBA3BIBAIOIINE CBOM KOIHUHU ¢ (DailylaMu, a CO3AAI0NTNE CBOM KOIIUU Ha JUCKAX, HE H3MEHSS
Ipyrux (aitioB, Ha3bIBAIOTCS:

42 KOMITAaHBOH - BUPyCaMHU

43 4yepBu

44 mapazuTHYECKHE

45 cryneHuecKue

46 npuzpaku

47 crenc - BUPYCHI

48 MakpOBHPYCHI

49 K Bunam cucteMbl OOHApY)KEHUS aTaKk OTHOCATCS :

50 cuctemsbl, oOHapyxeHus araku Ha OC

51 cucremsbl, 0OHAPYKEHUS aTaKW HA KOHKPETHBIE TPUIIOKCHUS
52 cucteMbl, OOHAPYKCHHS aTaky Ha yoaleHHBIX b/]

53 Bce BApMAHTBI BEPHBI

54 ABTOoMaTH3WpOBaHHAS CHCTEMa JIOJDKHA 00eCTIeunBaTh
55 HaIexkXHOCTh

56 moctymHocTh

57 1en0CTHOCTH

58 KOHTpOJIMPYEMOCTh

Tema 8. Yrpo3bl nHGOPMAIIMOHHOK 0€30TTaCHOCTH
OcHoBHast Macca yrpo3 HH(pOpMaIMOHHON OE€30MMaCHOCTH MPUXOTUTCS Ha:
[+] a) TposiHCKHE TPpOTrpamMMBbl
[-] 6) llImroHCcKHe TpOrpaMMBbI
[-] B) UepBu
Kakoit Bun uaeHTudukanuy v ayTeHTH()UKAINH TOTy9IU HAUOOJIbIIIee PacIpOCTPAHCHNUE:
[-] a) cuctemsr PKI
[+] 6) mocTOsSTHHBIE TTAPOITH
[-] B) omHOpa3oBbBIe TapoIu
[Ton kakue CUCTEMBI PACIIPOCTPAHEHUE BUPYCOB MTPOUCXOIUT HAUOOJIEe TMHAMUYHO:
[-] 2) Windows
[-] 6) Mac OS
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[+] B) Android

3aKTIOYUTENBHBIM 3TAIIOM ITOCTPOEHUSI CUCTEMBI 3aLIUThI SBISIETCS:
[+] a) conpoBoxaEHNE

[-] 6) mnanupoBaHue

[-] B) aHa/IM3 yA3BUMBIX MECT

Kakwue yrpo3sl 6e3omacHocTy HHPOPMALMU SBISIOTCS TPEIHAMEPEHHBIMHU:
[-] a) ommbOKu mepconana

[-] 6) OTKpBITHE PTEKTPOHHOTO MUCHMA, COIEPHKALLET0 BUPYC

[+] B) He aBTOpU30BAHHBIN JOCTYTI

Kakoii monxon k obecrneyennio 0€30MacCHOCTH UMEET MECTO:

[-] a) TeopeTrueckuit

[+] 6) KOMIIIEKCHBII

[-] B) moruueckuit

Cucremoii kpunrorpaduueckoil 3amuThl UHGOPMALIUU SBISETCS:
[-] a) BFox Pro

[-] 6) CAudit Pro

[+] B) Kpunro

[Ipo Kakue BUpychl akTUBU3UPYIOTCS B CAaMOM Hauajie pabOThI C ONEepaIiiOHHON CHUCTEMOI:
[+] a) 3arpy304HbIe BUPYCBHI

[-] 6) TposiHIIBI

[-] B) uepBHU

Stuxnet — 370!

[-] a) TpostHCKas mporpamma

[-] 6) makpoBuUpYyC

[+] B) NpOMBIIIIEHHBI BUPYC

TapreTupoBaHHas araka — 3TO:

[-] a) araka Ha ceTeBOE 0OOPyIOBaHHE

[+] 6) aTaka Ha KOMITBIOTEPHYIO CUCTEMY KPYIHOTO IPEANpUATUS
[-] B) aTaka Ha KOHKPETHBIN KOMITBIOTEP MOJIH30BATEIIS

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILINHE IPOBOAUTCS B GopMe IK3aMeHa

Tunossie Bonpocekl 3k3amena (OIIK-1)
1 Teopwus 3ammTtel nHGOpMari. OCHOBHBIC HAIIPaBICHUS
2 Bunel yrpo3. OCHOBHbIE HapyLIEHUS.
3 OOmras Mozenb BO3JCHCTBYS Ha HH(POPMAITHIO.
4 OOmiast Mozienb mporecca HapyeHus! PU3NIECKO IEIOCTHOCTH WH(OpMAITUH.
5 Mertons! onpeenieHrs TpeOOBaHUH K 3amuTe WH)OpMaIuu.
6 JlomyImieHus: B MOZIENSIX OLEHKH YSI3BUMOCTH MH(DOPMAIIH.
7 Knaccudukanus TpeGoBaHUHN K CPEACTBAM 3alTUTHI HHPOPMAIIUH.
8 CrnocoObl U cpecTBa 3aIUTHl HHPOPMAITUH.
9 Croco0OblI «a0COIFOTHON CHCTEMBI 3aIUTHD).

TunosBble 3aganua 1js 3k3amena (OIIK-1)

1 ConeprkaHne HHTEPECOB JIMYHOCTH, OOIIECTBA U TOCYyapCcTBa B MH(GOPMAITMOHHOM cdepe.

2 VIcTOuHMKY U coaepikaHKe Yyrpo3 B HHPOPMAIMOHHOM cdepe.
3 Kunaccel nHGOPMALMOHHBIX PECYPCOB.
4 B 4eMm 3akI04aInch IPEUMyIIecTBa MU(PpOBaIbHON MaIlIMHBI DHUTMA?
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5 Kakwue "ys3BuMocTH" mu¢poBaibHOM MaIMHBl JHUTMA OBLIN UCIIOIB30BaHBl KOMaHIOW AjlaHa

Teropunra?

6 Ilepeuncnure HEOOXOAUMBIE YCIOBUS AJIsi aOCOIIOTHO CTOMKOTO MHU(pa.

7 B dem 3akiro4aroTCs MPUMYIIECTBA U HEAOCTATKH OAHOPA30BOTO MG POOIOKHOTA?

8 UeM oTIMYAIOTCS TOHATHS KPUITOJIOTUH, KpUITOrpaduu, KpunroaHanusa?

9 Yro Takoe xirou mudpa? [puBeaure npuMepsl mU(pPOB ¢ OTHAM U ABYMSI KITFOUAMH.

10 B yem omnume mmdpa 3aMeHsl OT mudpa nepecTaHoBKU?

4.4. Illkana onieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU
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Orenka Kommerenmu

Jeckpuntops! (ypOBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTeIH
TOCTYOKCHHSI pe3YJIbTaTa)

OIIK-1

COTITHYHOY
(85 - 100 6ammoB)

JIEMOHCTPUPYET BBICOKMH YPOBEHb TEOPETUYECKUX 3HAHUU B
obnacT 6€30MaCHBIX KOMIBIOTEPHBIX CUCTEM.

[Tonumaer ponb HMHMOPMAIMOHHBIX TEXHOJIIOTUH B COBPEMEHHOM
o01eCTBE.

AHanM3upyeT CYIIECTBYIOUINE METOAUKU ONpENEICHUN TpeOOBaHUS
K 3al1uTe HHPOpMAaIHH.

CrnocobeH omueHuBaTh 3HaueHHE HH(OpMAIMK, UHPOPMATMOHHBIX
TEXHOJIOTHA ¥ WHPOPMAIMOHHONW 0€30macHOCTU Jisi 0O0ecreueHus
O00BEKTUBHBIX NMOTPEOHOCTEN JINYHOCTH, OOIIECTBA M FOCYIapCTBA.

OIIK-1

«XOPOIIIOY
(70 - 84 6amnoB)

JleMOHCTpUpYyET TOCTATOYHBIM YPOBEHb TEOPETHYECKUX 3HAHUN B
o0macTu 6€30MacHBIX KOMITBIOTEPHBIX CUCTEM.

[Tonumaer ponb UWHGOPMAIMOHHBIX TEXHOJOTUH B COBPEMEHHOM
oO1iecTBe.

AHanu3upyeT CyIIeCTBYIOLIUE ME-TOIMKH OIpe/IeIeHUI TpeOoBaHus
K 3aIuTe HHPOPMAIIUH.

CnocobeH orieHMBaTh 3HaYeHWE HH(OpMAIU, WH(POPMAITMOHHBIX
TEX-HOJIOTUH ¥ WH(DOPMAITMOHHOW OE€30MaCHOCTH ISl 00CCICUCHHS
00BEKTUBHBIX OTPEOHOCTEH JIMYHOCTH, OOIIECTBA U TOCYIapPCTBRA.

OIIK-1

«YIOBJIETBOPUTEIHHOY
(50 - 69 6amnoB)

JleMoHCTpUpYyeT cla0blii YpOBEHb 3HAHUM B 00NAcTH 0Oe30MacHBIX
KOMIBIOTEPHBIX CUCTEM.

He no xoHma moHumaer pojib WHGOPMALMOHHBIX TEXHOJOTHH B
COBPEMEHHOM OOIIECTBE.

AHanu3upyeT  TOJNBKO  HEKOTOphlE  METOAWKHU  OIpelesIeHUi
TpeOOBaHuUs K 3aIIUTe HHOPMAIIHH.

He no xoHIa moHMMaeT 3HaueHue WHPOpMaLnH, HHPOPMALIMOHHBIX
TEXHOJIOTHA ¥ WHPOPMAIMOHHONW 0e30macHOCTH sl 0O0ecrieueHus
O00BEKTUBHBIX NMOTPEOHOCTEN JINYHOCTH, OOIIECTBA M FOCYIapCTBA.

OIIK-1

«HEYIOBICTBOPUTEILHOY
(menee 50 6amioB)

He wumeer Tteopermdeckux 3HaHWKA B oOmactu 0Oe30mMacHBIX
KOMIBIOTEPHBIX CUCTEM.

He monmMaeT poib WHPOPMAIMOHHBIX TEXHOJIOTHI B COBPEMEHHOM
oO1iecTBe.

He MoxeT aHanmM3upoBaTh CyNIECTBYIOIINE METOIMKH ONMpPEACICHHN
TpeOOBaHUS K 3aIuTe HHPOpPMAITUH.

He croco6en oniennBarh 3HaueHre HHGOpMauu, HHGOpPMaITMOHHBIX
TEXHOJIOTUA ¥ WH(OPMAITMOHHOW O€30MacHOCTH I OOeCIeUeHUs
00BEKTUBHBIX OTPEOHOCTEH JIMYHOCTH, OOIIECTBA U TOCYIapPCTBRA.

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl IO OCBOCHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OpraHU3aIUN CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[Mpuctynass K W3Y4YCHUIO AMCUMIUIMHBI, B TEPBYIO OYepenb OOyYalomMMCcs HEOOXOIUMO O3HAKOMHTHCS
comepkanremM paboueii mporpammbl aucturummabl (PIT[]), koTopas ompenenseT comepskaHue, oObem, a
TaKXKe MOPSAIOK N3yUSHHsI U TIPENOAaBaHus y4eOHOU AUCITUTUINHBI, €€ Pa3/ielia, YacTH.



Jlnist caMOCTOSTENbHON pabOThl BaKHOE 3HaUECHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHWe IUCIMIUIMHBD) YKa3bIBAIOTCA BCE pasfelbl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, @ TAKXKEe BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe ©  HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pexoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEPATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLHUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHue,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COAEPKUTCS MEpeuyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs o padbore ¢ TEOPETHUECKUMHU MaTepHallaMu 110 TUCIUILIIMHE

[Ipu uzyyennu u npopaboOTKe TEOPETUUECKOr0 MaTepHaa HeoOX0AUMO:

- IPOCMOTPETH €IlIe pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAaHHOM IOMOJIHUTEIbHOU
JUTEPaTyphl;

- IIPY CAMOCTOSITEIBHOM M3YyYE€HHH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccrnoHasibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTH Ha BOIIPOCHI JJIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenpanuu no pabote ¢ Hay4HOH 1 yueOHOM JuTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHMTEPaTYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKnu JOJKEeH coliepKaTh peepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax pacliedyaTKd BbIIa4uH
NPe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JODKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBETHl HA KaX/bIi TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpa, HAa3BaHMS W TOJA HU3AAHUS HCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoXeT ObITh ONOpPHBIM (COAEpXkAaTh JUIIb OCHOBHBIC KIIIOUYEBBIC MO3MIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BHJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYECHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011eHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexoMeH1a1tuy MO NOATOTOBKE K OTAENIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpenrnoyaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpPOcam
MPAKTUYECKOTO 3aHATUS C LEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.

YCTHBIE OMpPOC MOXKET TMPUMEHATHCS B pas3audHbIX (Qopmax: (PpoHTAIBHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEIKAIIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHUIO;
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- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIBHOCTh OTBETA;

- JIOTMIKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHUs OCTAaBICHHON yueOHOil 3a1auy;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISAIHBIX MOCOOMH U TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCIIOJIb30BaHUE JOIIOJHUTEIBHOIO MaTepHaa;

- PalIMOHAJILHOCTb HUCIIOJIB30BaHUS BPEMEHH, OTBEJICHHOIO HA 3a/laHNE.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTABIMBACTCA IO OAHOMY U3

BOIPOCOB MPAKTHYECKOTO 3aHATHUSA. [IpH BRICTYIUIEHHH ¢ Mpe3eHTanueid HeoOXoauMo oOpamarb BHUIMaHUE
HAa TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAlUN: AKTYaJIbHOCTh TEMBI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI COJIEPIKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PECypChl. COOTBETCTBHUE CONEPXKAHHS M JUTEPATyphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (popMe, aJeKBaTHOCTh UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3a1adam,
MOCIIEIOBATEIEHOCTD U JIOTHYHOCTbH MPE3CHTYEMOTO Marepuara,

- odopMiieHHE TMpe3eHTAMU: 00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIUYHE U
COOTBETCTBHE TpapUKd W aHWMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH O(GOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)XHOCTH MTPOTPAMMHO# CpEJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- TMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CITOCOOHOCTH. COOIIOIEHHE PErIaMEeHTa, SMOIMOHAIBHOCTh, YMEHHE
OTBETHTBH Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIC, TITyOOKHE 1 TIOHBIC 3HAHUS 110 BCEM pa3JieiaM IPOTrPaMMBI:
- COIep’KaHWE BBICTYIUICHUS: JIOTMYHOCTh W3JIOKEHUS Marepuaia, PacKpbITHE TEeMbl, JOCTYITHOCTh
u3nokeHus, d¢pdextuBHOCT, TpuMeHeHuss cpeactB  WKT, cmocoObl W yCIOBUSL  TOCTHOKCHHS
pPEe3yNBTaTUBHOCTH W 3(P(EKTUBHOCTH U1 BBIMOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
JESITeTbHOCTH, JOKA3aTeIbHOCTh NMPUHUMAEMbBIX PEUICHHH, YMCHHUE apTyMEHTHUPOBATh CBOW 3aKJIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeToANYecKOe U MHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. IlepenkoB B.M., Murpomkun A.I. Mudopmarronnas 6e30macHOCTh 1 3ammmTa uHdopmanuu. - TamOo0B:
[b.1.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1n.], 2014. - 1 anektpoHn. ont. auck (CD-ROM)

3. Tam6 roc. yu-T um. [.P. Jlep>xaBuna, IH-T MatemaTuku, Gu3uku u nHGopMaTuku TexHHUecKas 3aruTa
nHpopmaruy : yue6. mocodue. - Tam60B: [b.u.], 2014. - 1 amekrpon. ont. guck (CD-ROM)

6.2 JlononHUTENBHAS JIUTEPATYpA!

1. 3arunaiinoB FO. H. OcHOBbI MHQOPMAIIMOHHONW 0€30MacCHOCTU: Kypc BHU3yalbHBIX JICKIHHA : ydeOHOE
nmocodbue. - MockBalbepnun: Jlupekr-Menua, 2015. - 105 c. - Teker : osnekrponnsiii // DBC
«YHUBEpPCUTETCKAS OunbIMoTeKa OHJIANH» [caitT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

2. 3arunaiinos 1O. H. Teopust nHpopmManmoHHoi 0€30MaCHOCTH U METOIOJOTHS 3aIlUThl WH(POPMALIUY :
yueOHoe mocobue. - MockBa|bepnun: Jlupexr-Menua, 2015. - 253 c. - Tekcr : anekrponnsiit / IbC
«YHUBEpCUTETCKAS OunbIMoTeKa OHJIANH» [caitT]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

3. AepuenkoB B. U., PeitoB M. 10., KyBeixiun A. B., Pynanosckuit M. B. Ayautr uHpopmanmoHHoON
0€30MMacCHOCTH OPraHOB MCIIOJIHUTEIBHON BIACTH : yueOHOe mocobue. - 4-¢ u3., crep.. - Mocksa: DnuHTa,

2016. - 100 c. - Texkcr : anekrponsbiii / OBC «YHuBepcurerckas O6ubnmuoreka onnaiin» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=93259
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4. AepuenkoB, B. U., Peito, M. 1O., KyBsiknun, A. B., Pynanosckuii, M. B. Aynut undopmarmoHHoi
0€30IacHOCTH OpraHOB HCIIOJIHUTENIHHON BIACTH : yueOHOe mocobue. - Bechb cpok OXpaHbl aBTOPCKOTO
npaBa; AynuT WH(GOPMALMOHHON 0E30MaCHOCTH OPraHOB HCHOJIHUTENBHOM BiacTH. - bpsHck: BpsHckuii
rocyapcTBEeHHbIN TexHnuecknit yausepcuret, 2012. - 100 c. - Tekcr : anexrponssiii / [IPR BOOKS [caiiT].
- URL: http://www.iprbookshop.ru/6992.html

5. KommnekcHoe obOecnedenne WHGOPMAIMOHHONW O€30MaCHOCTH aBTOMATH3WPOBAHHBIX CHCTEM
nabopatopHblii mpakTukyM. - CtaBpomonb: CeBepo-KaBkasckuit ®@enepanbubpiii yHuBepcuter (CKOY),
2016. - 242 c. - Tekcr : snexrponssiii // OBC «YHuBepcurerckas 6ubnnoreka onmaita» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=458012

6.3 VHbIe NCTOUHMKMU:
1. Kype «Cranaaptsl nHGopMaiMoHHOH Oe3omacHoCcT» - https://www.intuit.ru/studies/courses/30/30/info
2. Kypc «OcHoBBI HHGOpMAIIMOHHOK 0e30macHOCTHY - https://www.intuit.ru/studies/courses/10/10/info

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HH(POPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

Jlng mpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO CIIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJIsl TPOBENCHUS 3aHATHH JIEKIIMOHHOTO M CEMHHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJIbHBIX KOHCYJIbTALMM, TEKYLIEr0 KOHTPOJS U TMPOMEKYTOUHOM aTTecTaluH,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.

VYdeOHbIe ayTUTOPHUU U IIOMEIICHUS ISl CAMOCTOSTEIILHON paOO0Thl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMHU OOYyUCHHMS, CIIY KAIIUMH JIJIs1 TIPEICTABICHHS yueOHOW nHpOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus U1 CaMOCTOSATENILHONW paOOTHl YKOMIUIEKTOBAHbBI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K CceTH "Unrepuet" 51 obecrnieueHneM JI0CTyIa B AIIEKTPOHHYO
MH(POPMALMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHMs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHIOHHOTO 000PYIOBaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (TPOEKTOP, HOYTOYK, IKpaH/ MHTEPAKTUBHAS JTIOCKA).

JIuneH3uoHHOE U CBOOOJHO paclpoCcTpaHsIeMoe IPOrpaMMHOE 00eCIIeueHHE:

Kaspersky Endpoint Security ans OusHeca - Cranmaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Omneparmonnas cuctema Microsoft Windows 10

Adobe Reader XI (11.0.08) - Russian Adobe Systems Incorporated 10.11.2014 187,00 MB 11.0.08
7-Zip 9.20

Microsoft Office [Ipodeccronanbhsrii mioc 2007

ITpodeccronanbhbie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBII Karajor DyHIaMEHTaIbHON OnOIMOTEeKN TI'V. - URL:
https://www.tsutmb.ru/biblio/elektronnyij-katalog/

2.  YHuBepcuTeTcKas OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snextponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccwuiickas rocynapctBeHHast Onbnuoreka: opunmanbheiii caift. — URL: https://www.rsl.ru
6. Poccuiickas HarmoHanbpHas 6nbaroreka: oduruansHbii caiit. — URL: http://nlr.ru

7. Hayunas osnektpoHHass OubOnmoteka Poccuiickoit akamemun — ecrectBozHanmia. —  URL:
https://www.monographies.ru

8. Ilpesunenrtckas oubnmoreka umenu b.H. Enprmaa. — URL: https://www.prlib.ru
9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library
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yIeKTpPOHHAS HH(POPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpenomaBaTenss W CTYJCHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM
MYJIBTUMEIMHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCIOIB3YEMBIX B
ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.



